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Potential legal remedlies
when your data i1s exposed
by your service provider

Victims could seek damages
with aright of private action

under PDPA and breach of
contract under contract law

The Personal
Data Protection
Commission can
impose financial
penalties or
issue directions
to organisations
flouting the
Personal Data
Protection Act.
However, these
may not be
satisfactory to
an individual if
he has
personally
suffered loss or
damage from

the data breach.
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! Our personal datais strewn across
i somany online accounts and cloud
: servicestheyareboundtoleakin

i oneway oranother.

In September, coffee chain

: Starbucksinformed customers ofa
: databreach that compromised

i theirrewards membership details,
¢ including name, gender, date of

: birth, mobile number, e-mail

¢ addressandresidential address.

i About 330,000 Singaporean

¢ Starbucks customers were

i reportedly affected.

InJuly, virtual currency

i exchange operator Quoine was

: reportedly fined $67,000 for

: failing to protect the personal data
¢ of more than 650,000 customers.
¢ Eventhough theinitial breach

¢ occurred at Quoine’s third-party

¢ cloud computing services

: provider, the Singapore Personal
: DataProtection Commission

¢ (PDPC) held that Quoine was

i responsible, asits development

: and operations account’s security
: profile was not set properly and

: was exploited to access customer
i databases.

The stolen data included full

i names, addresses, e-mail

: addressesand phone numbers,
: including documents such as

: photosand scans of NRICs and
i passports.

: PRIVATEACTION

i What are the potential legal

: remedies available to aggrieved
¢ individuals or victimsinadata

: breachinvolvinga cloud service
i provider? Whatare the

: limitations, if any?

The PDPC can impose financial

i penalties orissue directions to

i organisations flouting the

! Personal Data Protection Act

i (PDPA).However, these may not
: besatisfactory to anindividual if
: hehaspersonally sufferedloss or
: damage from the data breach.

Aggrievedvictims of adata

breach couldlook at these legal
¢ remedies:

* Aright of private action under

the PDPA 2012;and

» Abreach of contractunder

contractlaw.

i Inarecent casein Singapore

i involving the right of private

¢ action, real estate investment

¢ firmsIP Investment Management
¢ and IP Real Estate Investments

i commenced private action against :
: former employee Alex Bellingham, :
: whoused to manage an :
¢ investment fund under the two
¢ firms.

When Mr Bellingham left tojoin

i acompetitor, he contacted some

¢ ofhis former employers’

i customers, including Mr Michael

: Reed, whowasone of the

i claimants. Mr Reed was concerned
¢ as Mr Bellingham has his personal

i data - name, personal e-mail

¢ address and investment activity in
i theearlier fund.

Thereal estate investment firms

: soughtaninjunction to restrain Mr
¢ Bellingham from using or

¢ disclosing certain personal data

: belonging to his former employers’
i customers, and an order for Mr

: Bellingham to deliver the said data.
: Damages for the distress suffered

: by MrReed and loss of control over
: personal data were also sought.

Inadecisionreleased in

September, the Singapore Court of
: Appeal held that what constitutes
: “loss or damage” included

emotional distress, thus reversing

: the High Court’sinterpretation

: that emotional distressis not

i recognised asatype oflossunder
: theright of private action.

Ifanindividual’s personal datais

i compromised as aresult ofadata

: breach, often thiswill resultin

: emotional distress, as personal

: datathatis not meant tobe viewed
: byothersisreleasedinto the

i public domain, causing feelings of
. helplessness and anxiety of what

i their family, friends or the public

: might think of them.

Hence, the Singapore Court of

i Appeal’sinterpretationisatimely
i clarification of the scope ofloss or
i damage under the right of private
¢ action. An individual can sue for

i emotional distress under the right
: ofprivateaction evenifthe

i individual has not suffered any

i financialloss.

However, this may potentially be

: aPyrrhicvictory for the individual, :
¢ asthe Court of Appeal then

: proceededto clarify thata claim

i based on emotional distress will

: notsucceed ifitresultsin trivial

i annoyance or negative emotions

i that form part of the vicissitudes of
: life.

Similarly, Hong Kong’s personal

dataprotectionlegislation has
i made it explicit that damages may
: include injury to feelings.

Inadecisionreleased in

i February 2021, Mr Tsang Ka Kit

: and Ms So SiuKi, the uncle and

i aunt of the claimant, Ms Tsang Po
: Mann, sentan anonymous letter to
i the primary schoolwhere Ms

: Tsangworked. The letter made

i negative allegations about Ms

: Tsang’s character, and contained
i closed-circuit television images

: that Mr Tsangand Ms So had

i accessto.

Ms Tsang succeeded in her claim

¢ forinjury to feelings due to the

: misuse of personal data collected
¢ by Mr Tsang and Ms So. In Ms

: Tsang’s witness statement, she

i said that she had beenunable to

: sleepwell and feared that she

: would be watched and filmed all

: the time.

Asaresult, she had toseek

i medicalassistance. The Hong

i Kong District Court accepted Ms

¢ Tsang’s argument and recognised
i aclaimant’sright to damages for

: injury to feelings. She was awarded :
i compensation of HK$70,000
(S%$12,700).

BREACH OF CONTRACT

: InSingapore, avictim ofa data
i breachisentitled to damages for
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i anybreach ofa contract.

However, most of the cloud

i services contracts would have
¢ standard limitation of liability
¢ clauses that could limit their

i liability.

Forinstance, Google Cloud

¢ Platform’s terms and conditions

: state that “neither party will have
: anyliability arising out of or

! relating to the agreement for any
i (a)indirect, consequential,

: special, incidental, or punitive

: damages or (b) lost revenues,

i profits, savings, or goodwill”.

Inasituation where a cloud

i service provider declines to pay

: compensation on the basis of a

: limitation of liability clause, users
: could seekredress through the

i Unfair Contract Terms Act1977

¢ (UCTA).Under the UCTA, a cloud
i service provider cannot exclude or
: restrictanyliability inrespect ofa
i breachbyreference toany

: contract term, unless the contract
i term satisfies the requirement of

i “reasonableness”.

In the event of a databreach, an

: individual could commence action
i againsta cloud service provider

: andseek the court’s guidance in

i determining whether these

: exclusion clauses are valid. If the

i exclusion clause similar to that of

¢ Google Cloud Platform’s terms and
i conditions is recognised as valid

: bythe courts, then it would appear
¢ thatone can claim only for direct

i damages.

Inacourt case in December 2011

¢ inthe United States, payment

i processing firm Heartland

: Payment Systems disclosed that

: hackershadbreached its

: computers and obtained access to
i payment card information of more
* than 100 million consumers. The

: firm was sued by consumers and

financial institutions for breach of

i contract,among other claims.

The US District Court for the

i Southern District of Texas held

: thatifa contractlimits recovery to
¢ direct damages, a claimant may

: recover only the difference

i between the amount paid and the
: valuereceived. The damages the

¢ financial institutions sought were
: the costs theyhad incurred in

i covering fraudulent transactions
: andreplacing payments cards

: after the Heartland computer

: systems breach. The court held

: thatthose costs were

: consequential damages, but did

: notallow the claim since the

: contract breach was not wilful.

This could potentially mean that

¢ the costs of a data breach would

i notbe coveredifit covers only the
: subscription fee paid to the cloud

i service provider, whichisapaltry
: sum, compared with the potential
i financial costsincurred when

: personal dataisleaked.

An ongoing civil claim in

i Singapore brought by Razer

: againstits IT solutions provider
i could also potentially shed more
: light on how the courts in

i Singapore would address such

i disputesin the future.

Razeris seeking torecover

: US$7million (S$10 million) in
: losses from Capgemini, alleging
: thatone of the defendant’s

employees was the culprit who

: caused awidelyreported

i cyber-security breachin 2020

: when he misconfigured and

i disabled the security settings of a

: computer server. The personal and
i shippinginformation as well as

¢ order details of about 100,000

i Razer customers around the world
: werereportedly atrisk of being

i exposed.

InJuly 2022, the IT vendor’s

¢ former employee admitted in court
¢ tocausing the breach thatled to the
i customers’ dataleak. Butit remains
: tobe seenif the court would award
: theentire US$7 millioninlosses

: thatRazeris seeking.

The assessment of damages

i would naturally be of interest to

i cloud service providers and users.
¢ The case could potentially seta

i strong precedent on how

! contractual disputes involving

i cloud service providers might

: developin future.
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