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Tech

Tornado Cash.
These wrongdoers would then

receive tokens from a pool of
tokens supplied by all users of the
service. Once mixed, it is difficult
for a transaction trail to be
tracked to identify the
perpetrator.

Any enforcement action should
ideally be taken against a known
perpetrator. In the case brought
by Mr Rajkumar, chefpierre was
identified as the person to whom
the BAYC No. 2162 NFT had been
transferred to. Chefpierre was
also identified as the user behind
the account on Twitter and
Discord. 

It is on this basis that the
Singapore court granted the
injunction. It held that the
description of the persons
unknown were sufficiently
certain so as to identify both
those who were included and
those who were not. Commencing
an action against unknown
persons challenges its
enforceability. It would be
difficult to compel an unknown
person to return the stolen NFT. 

The immutability of the
blockchain ledger means that one
cannot reverse a blockchain
transaction. If fraudsters are able
to cover their tracks, it may
become impossible to recover the
stolen asset. 

A “Bankers Trust” order (also
known as pre-action discovery)
could be granted to compel third
parties located abroad to allow
scam and fraud victims to obtain
information on unknown
perpetrators. 

However, this is possible if the
NFT has been transferred to a
custodial wallet with an
incorporated entity, which is
required by law to prevent money
laundering by verifying every
wallet holder. If the stolen NFTs
reside in non-custodial wallets, it
would be impossible to identify
the owners. 

There is another approach the
court could take. In April 2021, a
Malaysian court granted a
“Spartacus order” against

unknown defendants in a
cyberfraud case. This requires the
persons unknown to identify
themselves and provide an
address for service. The problem
with the Spartacus order is that
defendants can choose not to
comply with such orders, given
that their identities are unknown
in the first place.

Furthermore, injunctions must
be obtained quickly enough to
prevent the stolen NFT from
being resold. Given the publicity
surrounding Mr Rajkumar’s BAYC
NFT, it is going to be difficult for
a purchaser to claim he acted in
good faith if he were to buy the
NFT from chefpierre. 

NFT marketplaces are also
important in combating crime.
OpenSea, for instance, has a
policy which prohibits the sale of
stolen items. But there are
limitations. While a marketplace
is able to prevent items from
being bought or sold using its
service, the items are not in the
custody of that marketplace. They
remain on the blockchain. 

Finally, NFTs are highly
speculative investments which do
not have a deposit insurance
corporation to back them, unlike
conventional bank accounts. A
deposit insurance corporation
preserves and promotes public
confidence in the financial
system. An example of a deposit
insurance corporation is the
Singapore Deposit Insurance
Corporation, which automatically
insures eligible deposits with a
member bank for up to $75,000
per depositor. 

Given the decentralised nature
of NFTs, it may be difficult to find
a company willing to insure the
NFT. The only plausible solution
would be regulatory intervention
mandating that digital tokens in
wallets held by exchanges are
required to be protected by a
deposit insurance scheme.

• Ben Chester Cheong is lecturer of
law at Singapore University of Social
Sciences and of counsel at RHTLaw
Asia.

NFT recognised as property was
the BAYC NFT. There are so many
other cryptocurrencies and NFTs
with different features in the
market that may not fall within
the definition of property rights.
For example, this could be a
situation where the underlying
asset of the NFT no longer exists,
or where the NFT is not traded in
any market.

What still stands in the way of
recovering stolen or lost digital
assets?

Due to the nature of trading
NFTs, where assets may be traded
in an anonymous and unregulated
fashion, it may be difficult for
most users to recover their stolen
NFT assets.

Even though blockchains leave
a publicly accessible trail of a
user’s transactions, criminals
circumvent this by depositing
their cryptocurrency from the
sale of a stolen NFT to a mixer
service. A mixer works by mixing
coins with other holders’ coins
such that none of them can be
connected back to their original
wallet addresses. An example is

legal requirements, such as being
easily distinguishable from one
another and having owners
capable of being recognised as
such by third parties.

The court decision, released in
October 2022, recognised Mr
Janesh Rajkumar’s NFT, known as
BAYC No. 2162, as property. It
reasoned that, first, an NFT was
made up of metadata and this
could differentiate one NFT from
another. Second, the owner could
exclude others from using the
NFT because it cannot be dealt
with without the owner’s private
key. Third, the NFT could be
traded in a marketplace. Lastly,
the NFT had permanence and
stability, similar to money in bank
accounts that existed as ledger
entries. 

Mr Rajkumar had put up his
NFT as collateral to borrow
cryptocurrency from an unknown
person with only a pseudonym,
chefpierre. The NFT was then
transferred into an escrow smart
contract for the loan duration.
The parties agreed that chefpierre
would not exercise the “foreclose
option”, a function available on
NFTfi.com. Despite this,
chefpierre exercised the
foreclosed option and the NFT
was released into chefpierre’s
wallet. 

Mr Rajkumar then sought an
injunction to prevent the sale of
his BAYC No. 2162 NFT. He
wanted the NFT to be returned to
him since it had unique features.
The recognition of the NFT as
property enabled the court to
grant the injunction. This
judgment paved the way for
greater legal protection of NFTs
in Singapore. 

Similarly, in June 2022, the
British High Court recognised for
the first time that NFTs could be
treated as property under British
law by granting an injunction
against their sale on a

marketplace called OpenSea. Ms
Lavinia Osbourne, the founder of
Women in Blockchain Talks,
sought the injunction after her
NFTs were removed by fraudsters.
The stolen NFTs were traced to
two accounts controlled by
unknown persons on OpenSea.

Another landmark court
decision in Singapore involved
stolen cryptocurrencies. In a
decision released in March 2022,
CLM, the claimant, sued to
recover his stolen
cryptocurrencies, worth US$7
million then. The
cryptocurrencies were stored in
two digital wallets and the private
key was kept in a physical safe.
The stolen cryptocurrencies were
transferred to various wallets, and
some of these wallets were held
by exchanges with operations in
Singapore. 

Recognising the
cryptocurrencies as property, the
High Court granted an injunction
against the unknown persons to
prevent them from dealing with
or diminishing the
cryptocurrencies. The court also
granted a disclosure order
requiring the exchanges to
disclose information on the
accounts credited with the stolen
cryptocurrencies. 

Although the Singapore courts
recognised cryptocurrency and
NFT as property in these
landmark cases, both these cases
were heard only at the
interlocutory stage – a pre-trial
request for a court order, usually
on procedural matters. Hence,
there is a possibility that the
courts could take a different view
on whether cryptocurrency and
NFT can be considered property
during the actual hearing itself. 

The injunction granted to Mr
Rajkumar, a Singaporean, to
protect his BAYC No. 2162 NFT is
said to be the first in Asia. It is
also reportedly the first globally
for a purely commercial dispute.

The only cryptocurrency
recognised as property in the
CLM case was Bitcoin and Ether.
In Mr Rajkumar’s case, the only

In May 2022, American actor Seth
Green lost four non-fungible
tokens (NFTs) worth more than
US$300,000 (S$405,000) in a
phishing attack. One of the stolen
NFTs, Bored Ape Yacht Club
(BAYC) No. 8398, was sold to
someone with the pseudonym
DarkWing84. 

DarkWing84 claimed that he
bought the work in good faith and
did not know it was stolen. Mr
Green eventually paid 165 ether to
reclaim BAYC No. 8398. 

Mr Green is not alone. More
than US$100 million worth of
NFTs were reported to have been
stolen through scams between
July 2021 and July 2022. 

NFTs are tokens that exist on
decentralised digital ledgers
called blockchains. They can be
used to represent underlying
assets, which can be digital or
physical, such as artwork, videos
and music.

Legal recognition of NFTs as
property could help to pave the
way for the recovery of lost or
stolen NFTs. In an insolvency, the
owner of a property held by an
insolvent debtor also has priority
over other creditors if he holds a
proprietary interest in the asset.

What progress has been made
so far to recognise NFTs or any
other digital tokens (such as
cryptocurrencies) as assets?

A recent landmark court
decision in Singapore held that
NFTs could be considered
property as they fulfilled certain

Landmark
court decisions
help recover
stolen NFTs,
but enforcement
bumps remain 

Ben Chester Cheong

For The Straits Times

Difficulties due to how assets may be traded
in an anonymous and unregulated fashion

TechTalk A photo
illustration of
cryptocurrency
Ethereum with
the Bored Ape
Yacht Club
non-fungible
token collection.
Legal
recognition of
NFTs as property
could help to
pave the way for
the recovery of
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NFTs, says the
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proprietary
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Commencing an action
against unknown persons
challenges its
enforceability. It would be
difficult to compel an
unknown person to return
the stolen NFT. The
immutability of the
blockchain ledger means
that one cannot reverse
a blockchain transaction.
If fraudsters are able to
cover their tracks, it may
become impossible to
recover the stolen asset. 

The global infocommunications
sector contributes about 2 per cent
to 4 per cent of global carbon emis-
sions, according to a study done by
the Body of European Regulators
for Electronic Communications
(Berec) in 2021. Just as taking pub-
lic transport and turning on the fan
instead of the air-conditioner, re-
ducing every joule of energy used
by a digital device can help to low-
er one’s carbon footprint. The
Straits Times looks at ways to low-
er one’s digital exhaust.

1CONSUME CONTENT 
ON SMALLER SCREENS

The smaller the screen, the smaller
your carbon footprint will be.

In a report published by Ericsson
in 2018, a 100-watt 50-inch TV
screen uses about twice the energy
to stream a video for two hours
than when it is viewed on a
30-watt laptop. The same video
viewed on the laptop uses about
twice the energy as a 3-watt smart-
phone. Comparatively, streaming a
video for two hours on a TV screen
allows a kettle to boil one litre of
water two times. 

2EXTEND THE LIFESPAN OF
A DIGITAL DEVICE

Extending the lifespan of a device
lowers its overall carbon emission. 

The Berec study estimated that
the lion’s share of the carbon emis-
sions from the infocomms sector
(at around 60 per cent to 80 per
cent) occurs during its manufac-
ture and use. 

Particularly, large screens such
as those found on TVs and comput-
ers are the biggest culprits. 

A Lenovo Product Carbon Foot-
print report issued in 2019 estimat-
ed that 458kg of carbon dioxide is
emitted over the lifespan of its lap-
tops. The calculation applied to the
company’s Lenovo ThinkPad L13
Yoga, ThinkPad L13, ThinkPad S2
Yoga 5th Gen and ThinkPad S2 5th
Gen. 

If users extend the lifespan of
their laptop from four to six years,
the average annual carbon emis-
sion of that laptop is cut by around
30 per cent.

3RECYCLE
E-WASTE

Recycling electronic waste brings
more infocomms products into a

circular economy model for the
sector. This reduces the need to ex-
tract virgin raw materials from the
environment, which emits carbon.
Similar to extending device life-
span, recycling e-waste spreads
out the carbon emission of raw ma-
terial extraction over a longer time
and will help reduce annual carbon
emissions. 

Singapore’s Resource Sustaina-
bility Act pins the responsibility on
electronics producers to collect
and treat their products when
these reach their end of life. Under

the Act, producers are required to
handle e-waste from the products
and extract valuable resources
from them. Similar laws on e-
waste are being discussed in Eu-
rope. 

For instance, makers of personal
desktop computers, monitors, mo-
bile phones and laptops must col-
lect 20 per cent of the weight of the
equipment they supply to the mar-
ket for recycling. Makers of large
appliances such as refrigerators,
air-conditioners, washing ma-
chines, dryers and televisions

must collect 60 per cent of the
weight of the items they supply for
recycling. 

These are part of plans to crack
down on the more than 60,000
tonnes of e-waste generated in Sin-
gapore each year, according to sta-
tistics by the National Environ-
ment Agency. 

E-waste recycling in Singapore
involves sole operator Alba collect-
ing consumer e-waste from collec-
tion points across Singapore from
2021 to 2026. 

4KEEP DATA
ON THE CLOUD

Individuals and organisations
should shift non-sensitive data to
the cloud. 

Turning to cloud-based comput-
ing and data storage is more effi-
cient than the non-cloud equiva-
lent, according to Associate Pro-
fessor Lee Poh Seng from the Ener-
gy Studies Institute at the National
University of Singapore. He said
that such hyper-scale data centres
are designed for energy efficiency.

Economies of scale that are inher-
ent in such hyper-scale data cen-
tres also allow more frequent hard-
ware upgrades and more efficient
cooling to dial up their energy effi-
ciencies. 

In addition, connecting such
hyper-scale data centres to renew-
able sources of energy is easier.
Google, for one, has purchased re-
newable energy from wind and so-
lar to power its overall electricity
consumption. 

5DELETE 
NON-ESSENTIAL DATA 

The energy consumption of a data
centre is closely linked to user be-
haviour. The less data we store in
our personal digital photo albums,
mobile phone apps and e-mail box-
es, the less energy will be con-
sumed. 

The Berec report found that
around 14 per cent to 24 per cent of
the carbon emissions of the info-
comms sector can be attributed to
the amount of data exchanged over
electronic communications net-
works.

For instance, Professor Mike
Berners-Lee of the Environment
Centre at the University of Lancas-
ter estimated that a short e-mail
emits 0.3g of carbon dioxide,
whereas a long e-mail that takes up
to 10 minutes to read emits 17g.

According to the My Carbon
Footprint app from SP Group, 36
rain trees are required to absorb
730kg of carbon dioxide. Assum-
ing that a person receives and
sends 50 e-mails on each work day,
out of which half are long e-mails,
the carbon emissions from 2½
months of e-mails will require one
rain tree to offset.

Any recipient added will multip-
ly the footprint correspondingly.
Adding people to the cc list should
be a mindful choice. Similarly, hit-
ting “reply to all” indiscriminately
can be pollutive. Providing a link
instead of using a large attachment
reduces the file size. Internet users
can also unsubscribe from unnec-
essary e-mail lists and delete un-
necessary e-mails.

Data conservation on instant
messaging applications such as
WhatsApp and Telegram will go a
long way to reduce carbon emis-
sions. The richer the information
sent, the more the data exhaust
generated.

A typical WhatsApp photo is 10
times the size of a WhatsApp text.
Also, social media apps guzzle
data as the content is saturated
with visual elements to grab eye-
balls. 

Social media apps also stream
videos in high definition. Lower-
ing video resolutions and disabling
autoplay would help, so would set-
ting a time quota on the most data-
intensive apps. 

The green digital consumer:
Ways to reduce your digital exhaust 

An electronic
waste recycling
bin in Hougang.
Recycling
e-waste spreads
out the carbon
emission of raw
material
extraction over a
longer time and
will help reduce
annual carbon
emissions. �
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Eating less meat, taking public transport and turning on the fan instead of the air-conditioner are ways
to lower one’s carbon emissions. Similarly, reducing every joule of energy used by a digital device can help
to lower one’s carbon footprint. The Straits Times looks at ways to lower one’s digital exhaust.

Ho Seok Lay
For The Straits Times

The energy
consumption of
a data centre is
closely linked to
user behaviour.
The less data we
store in our
personal digital
photo albums,
mobile phone
apps and e-mail
boxes, the less
energy will be
consumed. �

SAN FRANCISCO – In April, a San
Francisco artificial intelligence lab
called Anthropic raised US$580
million (S$781 million) for research
involving “AI safety”.

Few in Silicon Valley had heard
of the one-year-old lab, which is
building AI systems that generate
language. But the amount of mon-
ey promised to the tiny company
dwarfed what venture capitalists
were investing in other AI start-
ups, including those stocked with
some of the most experienced re-
searchers in the field.

The funding round was led by Mr
Sam Bankman-Fried, the founder
of FTX, the cryptocurrency ex-
change that filed for bankruptcy in
November. After FTX’s sudden
collapse, a leaked balance sheet
showed that Mr Bankman-Fried
and his colleagues had fed at least
US$500 million into Anthropic.

Their investment was part of a
quiet and quixotic effort to ex-
plore and mitigate the dangers of
AI, which many in Mr Bankman-
Fried’s circle believed could even-
tually destroy the world and dam-
age humanity. 

Over the past two years, the 30-
year-old entrepreneur and his FTX
colleagues funnelled more than
US$530 million – through either
grants or investments – into more
than 70 AI-related companies,
academic labs, think-tanks, inde-
pendent projects and individual
researchers to address concerns
over the technology, according to a
tally by The New York Times.

Now some of these organisa-
tions and individuals are unsure
whether they can continue to
spend that money, said four sourc-
es close to the AI efforts who were
not authorised to speak publicly. 

They said they were worried that
Mr Bankman-Fried’s fall could cast
doubt over their research and un-
dermine their reputations. 

And some of the AI start-ups and
organisations may eventually find
themselves embroiled in FTX’s
bankruptcy proceedings, with
their grants potentially clawed
back in court, they said.

The concerns in the AI world are
an unexpected fallout from FTX’s
disintegration, showing how far
the ripple effects of the crypto ex-

change’s collapse and Mr Bank-
man-Fried’s vaporising fortune
have travelled.

“Some might be surprised by the
connection between these two
emerging fields of technology,”
said Mr Andrew Burt, a lawyer and
visiting fellow at Yale Law School
who specialises in the risks of arti-
ficial intelligence, of AI and crypto.
“But under the surface, there are
direct links between the two.”

Mr Bankman-Fried, who faces
investigations into FTX’s collapse
and who spoke at the Times’ Deal-
Book conference last Wednesday,
declined to comment. 

Anthropic declined to comment
on his investment in the company.

Mr Bankman-Fried’s attempts to
influence AI stem from his invol-
vement in “effective altruism”, a
philanthropic movement in which
donors seek to maximise the im-
pact of their giving for the long
term. Effective altruists are often
concerned with what they call cat-
astrophic risks, such as pandem-
ics, bioweapons and nuclear war.

Their interest in AI is particular-
ly acute. 

Many effective altruists believe
that increasingly powerful AI can
do good for the world, but worry
that it can cause serious harm if it
is not built in a safe way. While AI
experts agree that any doomsday
scenario is a long way off – if it
happens at all – effective altruists
have long argued that such a fu-
ture is not beyond the realm of
possibility and that researchers,
companies and governments
should prepare for it.

Over the last decade, many ef-
fective altruists have worked in-
side top AI research labs, including
DeepMind, which is owned by
Google’s parent company, and
OpenAI, which was founded by
Tesla chief executive Elon Musk
and others. 

They helped create a research
field called AI safety, which aims
to explore how AI systems might
be used to do harm or might un-
expectedly malfunction on their
own.

Effective altruists have helped
drive similar research at Washing-
ton think-tanks that shape policy.
Georgetown University’s Centre

for Security and Emerging Tech-
nology, which studies the impact
of AI and other emerging technol-
ogies on national security, was
largely funded by Open Philan-

thropy, an effective altruist giving
organisation backed by a Face-
book co-founder, Mr Dustin Mos-
kovitz. Effective altruists also
work as researchers inside these

think-tanks.
Mr Bankman-Fried has been a

part of the effective altruist move-
ment since 2014. Embracing an ap-
proach called earning to give, he

told the Times in April that he had
deliberately chosen a lucrative ca-
reer so he could give away much
larger amounts of money.

In February, he and several of his

FTX colleagues announced the
Future Fund, which would support
“ambitious projects in order to im-
prove humanity’s long-term pro-
spects”. The fund was led partly by

Associate Professor Will MacAs-
kill, a founder of the Centre for Ef-
fective Altruism, as well as other
key figures in the movement.

The Future Fund promised

US$160 million in grants to a wide
range of projects by the beginning
of September, including in re-
search involving pandemic prepa-
redness and economic growth.
About US$30 million was ear-
marked for donations to an array
of organisations and individuals
exploring ideas related to AI.

Among the Future Fund’s AI-re-
lated grants was US$2 million to a
little-known company, Lightcone
Infrastructure. Lightcone runs the
online discussion site LessWrong,
which in the mid-2000s began ex-
ploring the possibility that AI
would one day destroy humanity.

Mr Bankman-Fried and his col-
leagues also funded several other
efforts that were working to miti-
gate the long-term risks of AI, in-
cluding US$1.25 million to the
Alignment Research Centre, an or-
ganisation that aims to align future
AI systems with human interests
so that the technology does not go
rogue. They also gave US$1.5 mil-
lion for similar research at Cornell
University.

The Future Fund also donated
nearly US$6 million to three pro-
jects involving “large language
models”, an increasingly powerful
breed of AI that can write tweets,
e-mails and blog posts and even
generate computer programs. The
grants were intended to help miti-
gate how the technology might be
used to spread disinformation and
to reduce unexpected and unwant-
ed behaviour from these systems.

After FTX filed for bankruptcy,
Prof MacAskill and others who ran
the Future Fund resigned from the
project, citing “fundamental ques-
tions about the legitimacy and in-
tegrity of the business operations”
behind it. Prof MacAskill did not
respond to a request for comment.

Beyond the Future Fund’s
grants, Mr Bankman-Fried and his
colleagues directly invested in
start-ups with the US$500 million
financing of Anthropic. The com-
pany was founded in 2021 by a
group that included a contingent
of effective altruists who had left
OpenAI. It is working to make AI
safer by developing its own lan-
guage models, which can cost tens
of millions of dollars to build.

Some organisations and individ-
uals have already received their
funds from Mr Bankman-Fried
and his colleagues. Others got only
a portion of what was promised to
them. Some are unsure whether
the grants will have to be returned
to FTX’s creditors, said the four
sources with knowledge of the or-
ganisations.

Charities are vulnerable to claw-
backs when donors go bankrupt,
said Mr Jason Lilien, a partner at
the law firm Loeb & Loeb who spe-
cialises in charities. Companies
that receive venture investments
from bankrupt companies may be
in a somewhat stronger position
than charities, but they are also
vulnerable to clawback claims, he
said. NYTIMES

How the collapse of Sam Bankman-Fried’s
FTX crypto empire has disrupted AI

Mr Sam Bankman-Fried, the founder
of FTX, the cryptocurrency exchange
that filed for bankruptcy in November,
speaking virtually at The New York
Times’ DealBook Summit 2022 in
Manhattan last Wednesday. Over the
past two years, the entrepreneur and
his FTX colleagues funnelled over
US$530 million – through either
grants or investments – into more
than 70 artificial intelligence-related
companies, academic labs,
think-tanks, independent projects
and individual researchers to address
concerns over the technology. Now
some of these organisations and
individuals are unsure whether they
can continue to spend that money.
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